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	GUIDELINE ON ALARP


OTHR Risk Management Procedure 
Guidelines on Risk Assessment: As Low As Reasonably Practicable (ALARP)
1. Introduction

This document provides guidance on the implementation of ALARP principles. These instructions supplement the ALARP outlined in RM-001 Risk Management Procedure and shall be used when assessing safety related risks. This document is based on ARTC  RMWI 2 – Conduct Risk Assessment Workshop V1.0.
ALARP is a requirement of Rail Safety Legislation (Section 3.8 of the National Rail Safety Accreditation Guideline – Version 2 Dec 2005). It requires each risk to be weighed against the resources needed to eliminate or reduce the risk. It does not require every possible measure to be implemented, but places the onus on the individual or organisation to demonstrate (or be in a position to demonstrate) that the cost of additional measures to control the risk (over and above those risk controls already in place) would be grossly disproportionate to the benefit of the risk reduction associated with the implementation of the additional risk control.

2. OTHR Risk Management and ALARP

It is essential that the process for identifying, analysing, evaluating and controlling safety risks is rigorous, structured and auditable. The OTHR risk management framework, including risk assessments, is essential in providing evidence and justification in any reasonably practicable determination process. 

In determining what is ‘reasonably practicable’, the following five factors must be considered:

1. The likelihood of the risk concerned eventuating;

2. The consequence, or degree of harm, that would result if the risk eventuated;

3. What was known or ought reasonably to be known, about the risk and any ways of eliminating or reducing the risk;

4. The availability and suitability of ways to eliminate or reduce the risk; and

5. The cost of eliminating or reducing the risk.

In the evaluation and control stage, the Hierarchy of Controls is the tool used to consider all possible controls to eliminate or reduce a risk. 

3. Hierarchy of Controls

The Hierarchy of Controls is a tool that facilitates selection of the most appropriate means for reducing or eliminating the risk. The principle behind the Hierarchy of Controls is that risk controls dependent on individual behaviour are less reliable and durable than risk controls that engineer or design out risks. 
The hierarchy of controls is as follows, from most desirable (elimination) through to least:

	Desirability
	Control
	Description

	Most

Least
	Elimination
	Removing or otherwise eliminating the risk.

	
	Substitution
	Substituting the hazard that gives rise to the risk with a hazard that gives rise to a lesser risk.

	
	Isolation
	Isolating the hazard from the person put at risk.

	
	Design/

Engineering
	Minimising the risk through engineering means.

	
	Administrative
	Minimising the risk through administrative means (for example, by providing appropriate training, or adopting safe work practices)

	
	Individual
	For example - Personal Protective Equipment


Usually a combination of measures will be the most effective approach. For example, PPE may be required in combination with other measures, such as engineering controls. Judgements must be made about the suitability and effectiveness of existing and proposed controls for reducing the risk.

The nominated risk manager should consider all possible control options and select the combination that will produce the most effective and reasonable level of risk elimination or control. In determining what is reasonably practicable, the key choice is often the additional control measures that are to be added to the combination of control measures that are already regarded as being good practice.

Where risks are managed rather than eliminated, OTHR must:

· ensure adequate controls are applied;

· provide training, education, instruction & information;

· provide supervision; and,
· where incidents occur, review Risk Management procedures, including assessments.

The following is a step-by-step guide to performing an ALARP risk assessment. 

The procedure is suitable for group analysis and discussion.

	Element or category
	Determine if the risk is broadly associated with such elements as personnel, safety, equipment, procedures etc.

	Hazard or circumstance
	Explained as a scenario, circumstance or hazard leading to a risk event (for example, a SPAD leading to a collision). 
Describe the risk scenario and not the consequence.
Use verbs to explain ‘What can go wrong?

	Caused by
	A continuation of the Hazard Event statement that describes what the causes of the scenario, circumstance or hazard occurring may be. 
There can be many causes.

	Resulting in a Risk Event
	The possible outcome of the hazard or scenario, this is the last observable event that is measured in terms of financial, operational or safety consequences. 
For example collision, derailment, strike a worker etc.
The “most likely” outcome is usually the risk that is assessed. 
The “worst case” outcome should also be considered and noted. 
Both scenarios may be assessed if it is considered by the workshop that both cases are of concern.

	Existing controls
	List all of the existing controls currently available to control this risk against the hierarchy of controls.

	How effective are these controls?
	Consider such things as how available and suitable the controls are, the level of effort that is required to implement them, how much time is need to deploy them and other factors.
Consider not only the effectiveness of individual controls but how they work together in combination.
Select from one of the three options below for each existing control:

· Very Effective 
Very suitable, readily available, quick 
to implement. 

· Moderately Effective 
Moderately suitable, generally 
available, some time to implement.

· Limited Effectiveness 
Minimally suitable, difficult 
availability, 
long time to implement, mostly ineffective


.

	On the basis of existing controls
	Assess:

Consequence of the hazard/scenario leading to the risk event.

Likelihood that the consequence eventuates.

Risk Level: Select the risk level by using the OTHR risk scoring matrix.

	What additional controls could be considered AND/OR  what existing controls could be improved?


	Consider what additional controls can be deployed. Also consider if you can make any improvements to any existing controls. You may be able to do both in some cases.

Enter any additional controls and/or any changes to existing controls in the appropriate row, taking into account the hierarchy of controls in terms of effectiveness:

· Elimination 
Can this control eliminate the risk altogether?

· Substitution 
Can materials, equipment or processes be 
replaced with less risky/hazardous ones?

· Isolation 
Can the source of the risk be isolated by 
barriers, enclosures or similar methods?

· Design/engineering
Can the source of the risk be reduced by 
redesign or engineering controls?

· Administrative 
Can the risk be reduced by using Safe Work 
Practices or Procedures?

· Individual 
Can the risk be reduced by PPE or similar 
individual based methods?

	What type of control are we considering?


	Select from one of the following options:

· A New Control

· Improve an Existing Control

	How effective would the additional and/or improved controls be?
	Consider such things as how available and suitable the controls are, the level of effort that is required to implement them, how much time is need to deploy them and other factors.

Consider not only the effectiveness of individual new or improved controls but how they work together in combination.

Select from one of the three options below for each control:

· Very Effective 
Very Suitable, Readily Available, Quick 
to Implement. 
· Moderately Effective 
Moderately Suitable, Generally Available, 
Some Time to Implement.

· Limited Effectiveness 
Minimally Suitable, Difficult Availability, 
Long time to Implement, Mostly 
Ineffective

	What would be the relative cost to implement the additional and/or improved controls?


	Relative to the benefits likely to be provided by any new or improved controls, what are the relative cost implications to implement the controls? Consider such costs as capital, maintenance, installation, commissioning, administration, training etc.
Select from one of the following options:

· Minimal Cost 

· Moderate Cost

· High Cost

	What decision do we take for additional and/or improved controls?


	Considering any available control options, what is the best course of action to proceed with?

Select from one of the following options:

· Adopt a New Control - 
You can adopt any combinations of 
controls

· Improve an Existing Control - 
You can improve any combinations 
of controls

· Investigate the Control Further - 
Perhaps a cost benefit analysis needs 
to be made before any decision can 
be reached, or additional information 
is needed to understand the 
opportunities further.

· Reject the Control - 
You may conclude that a proposed 
control should be rejected as it is 
unlikely to provide the benefits 
originally expected.

	Why have any controls been rejected (if any)?
	Provide some supporting analysis or justification as to why the decision to reject a control has been made.



	Who will have the responsibility to address each control?
	Provide someone responsible to attend to the control.



	By when will this control resolved?
	Provide a date for this control to be resolved by.

	The recommendation as to what controls to adopt / investigate / reject is best made by this group:
	Can this group recommend what should controls to adopt/improve/reject or is the recommendation best make by others who may be better placed to assess the control more thoroughly?



	On the basis of controls being adopted and/or improved:
	You need to make some assumptions at this point:

· Assumption 1: 
Assume that you will adopt what you have said you 
will adopt.

· Assumption 2: 
Assume that you will in fact reject any controls that 
you are proposing to reject.

· Assumption 3: 
Assume that you will in fact NOT proceed with any 
controls that you have identified as requiring 
investigation.

	Revise risk level
	Based on these assumptions:

Revised Likelihood that hazard event occurs:

Select from one of the options available from the table.

Revised Consequence of hazard event:

Select from one of the options available from the table.

Revised Risk Level:

Select the risk level by using the risk scoring matrix.

	Verification and Sensibility
	Overall, does the time, effort & cost for the controls seem proportionate with the risk benefit obtained?

Look at the level of benefit obtainable versus the amount of effort needed to implement the controls. If you appear to obtain a significant benefit but with little effort (or conversely), you should challenge this.

If you answer NO to the above question:

a. Explain why you think this to be the case; and 

b. Provide your assessment of what else should be done for this risk.

Do we consider that this method of risk analysis is appropriate for the level of risk being analysed? 

We have used a qualitative method for assessing this risk. 
Consider whether more advanced methods should be used for this risk. 

Quantitative risk analysis may include such techniques as fault tree analysis, bow tie diagrams, statistical methods, simulation, HAZOP’s, HAZID’s , and others.

If you answer NO to the above question:

a. Explain why you think this to be the case; and 

b. Provide your opinion of what type of assessment should be done for this risk.

	Overall, do the decisions make sense?
	If your answer is NO to this question:

a. Explain why you think this to be the case, and 

b. Provide your opinion of what else should be done to reach a sensible outcome.

	Do we consider that the risk has been reduced ALARP?


	Based on the assumptions we have made:

If there are controls to be investigated then the answer to this question is “no”

If there are no controls to be investigated and we adopt the improved and/or new controls identified, do we consider that the risk has been reduced to ALARP?

Are we happy that we done the analysis satisfactorily and achieved an outcome consistent with ALARP? (Subject to any outstanding work to be implemented in terms of investigations, etc.).

	Comments, notes and discussion


	Add any comments or other information that is relevant.
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